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Abstract

Bugs pose significant challenges in many software systems, espe-
cially in open-access software. Educational process management in-
formation systems are notably affected due to their heavy reliance on
such software. This paper focuses on bugs in Moodle, one of the most
common software systems, using data from a specific university. The
study examines the extent of damage caused by these bugs and their
impact on system functionality. Based on the results, the paper pro-
vides recommendations for identifing errors and the potential damage
they may cause. The research findings can be useful for develop-
ers who decide to create or improve educational process management
systems.

1 Introduction

Information and communication technologies have become an integral part
of the modern world. With technological advancments, there has been a
rise in the availablity of free-access programs across various fields, includ-
ing education. Course management systems used in the field of education
are distinguished by their diversity in functionality and popularity. Be-
sides functionality, several critical factors influence the popularity of these
systems, including the value, cost of the software, and the material, techni-
cal, and financial resources required for implementation, management, and
updates.

There are many software programs that belong to learning platforms
or course management systems (CMS) and have full and/or partial open
access. Open access is one of the determining factors for the promotion of
these systems. Among these types of systems, Moodle is one of the most
common.
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Moodle is the most widely used system in the field of higher education in
Georgia, used by nearly all state universities and over half of private univer-
sities. The number of users increased significantly during the COVID-19
pandemic, as did the system’s functional applications. Before the pan-
demic, Moodle was primarily used for distributing educational materials.
However, during the pandemic, it became essential for various knowledge
assessment procedures, including quizzes, exams, online surveys. Conse-
quently, there was a notable increase in both registered and guest users,
data volume and transaction numbers. As the number of Moodle users
increases, so does the volume of their personal data. Accordingly, ensuring
the security of both personal and non-personal data becomes a critical pri-
ority. Security deficiencies can lead to violations of personal information
or the exploitation of users. These issues may arise from incorrect course
planning, misconfigurations, or inherent flaws within the platform itself.

The aim of this research is to identify potential security breaches, as-
sess the extent of system penetration, and determine effective methods for
addressing security vulnerabilities, including unauthorized access.

The research was conducted using data from one of the major univer-
sities in Georgia. The data sources included both real and simulated data.
During data extraction and processing, any data that could enable personal
identification was completely excluded to ensure privacy.

2 Security-related bugs and their impact on soft-
ware

Testing is one of the crucial steps in the software development and imple-
mentation process, as it helps identify various bugs. Equally important is
the process of bug fixing, which occurs during the operation of the software.

The most common classification of bugs includes the following: Bound-
ary bugs (1), which cause unexpected system behavior when data input
falls outside the permissible range of values; Performance bugs (2), when
the software does not perform optimally under conditions of heavy user load
or large volumes of data; Compatibility bugs (3), caused by the software
working differently on different platforms, browsers, and devices; Usabil-
ity bugs (4), which affect user experience due to poor system design and
complex processes; Security bugs (5), which threaten the integrity of the
system or the protection of confidential information; andRegression bugs
(6), where updated code inadvertently reverts issues that were previously
resolved.

The wide variety of software types contributes to the diversity of bugs
encountered. Since our research focuses on an open-access educational pro-
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cess management system, we will specifically address the bugs that im-
pact the security of this type of software. Learning management systems
manage sensitive data, including student grades, personal information, and
organization’s intellectual property. According to data from Statista (7),
educational organizations experienced an average of 2,314 cyber attacks
per week in 2022. This is a 44% increase from the weekly average of 1,605
attacks in 2021. Learning portals face several security issues that typically
arise from specific types of action vulnerabilities: initial contact, verifi-
cation, segmentation, and integrity assurance. As previously mentioned,
LMS platforms store sensitive information that can be the target of cy-
ber attacks. Consequently, data tampering (alteration) and unauthorized
access pose significant threats to these systems.

To mitigate these risks, it is essential to ensure comprehensive secu-
rity functionality. Authentication is regarded as one of the most important
functions (8), with the reliability of this process heavily influencing the
main security threats. Typically, the authentication process starts during
the initial contact with the system, followed by verification. Segmentation
and breach of integrity are commonly targeted in hacking attacks.Among
the most common types of authentication—password-based, multi-factor
(MFA), certificate-based, biometric, and token- based—passwords are the
most common authentication method. However, MFA (9) and single sign-
on (SSO) (10), (11) are highly recommended. MFA may involve various
forms such as temporary codes, secondary devices, or biometric authentica-
tion. The integration of multiple layers of security significantly complicates
system penetration for hackers.

Another challenge is phishing, where attackers send fraudulent emails
or text messages with malicious links to users. Typically, these links lead to
websites designed to steal user account credentials or to distribute system-
damaging malware. The primary source of such messages is often known
as ”spam”.

Several recommendations have been proposed for the Moodle system to
protect users from issues arising from spam (12).

Outdated systems are susceptible to vulnerabilities, as a lack of regular
updates diminishes their resistance to threats. When technical specialists
develop a security system, hackers often seek alternative methods of attack.
Therefore, it is crucial to consistently update software to the latest security
versions to maintain robust protection (13), (14).

In addition to technical challenges, adherence to data protection regu-
lations is important. Non- compliance with regulations such as the General
Data Protection Regulation (GDPR) (Consulting, 2016) can have severe
consequences. GDPR stipulates how a company should respond to a de-
tected attack, including identifying and containing compromised systems,

16



Security Issues in Open ... AMIM Vol.29 No.1, 2024

notifying the relevant supervisory authority and affected individuals, and
patching vulnerabilities. Failure to adhere to these regulations can lead to
violations and legal liabilities (15).

3 Bugs in Moodle

The empirical study, which analyzed real-world examples and security in-
cidents, aimed to investigate the validity of expected threats posed by vul-
nerabilities in Moodle’s security framework. Data penetration emerged as
the primary concern, potentially caused by various factors.

Moodle is open-access software that requires continuous monitoring. To
support this process, there are established general guidelines for information
systems, one of which includes the use of TrackIt system. For instance, the
Moodle Tracker system enables the identification and resolution of bugs
within Moodle.

The choice of research method was largely influenced by the analysis
of previously identified flaws in Moodle. In the real environment (where
the data for the experiment was sourced), the results of these errors were
documented and accessed using the Tracker system.

Different versions of Moodle contain various types of bugs, thereby es-
calating the risks of data breaches and illicit activities by malicious entities.
Searchsploit, which has a public archive of software bugs, can provide infor-
mation about known bugs. Specifically, by consulting Searchsploit Moodle
(16), we can obtain detailed information about the vulnerabilities present
in different Moodle versions.

Our study focuses on analyzing bugs and their harmful effects associ-
ated with Moodle LMS version 4.0, using data obtained from its usage.
Our current analysis reveals that this version is susceptible to Cross-Site
Scripting (XSS) issues-a type of injection where malicious scripts are in-
jected into other websites (17). Consequently, attackers can exploit this
vulnerability to

impersonate other users, steal session cookies, disrupt website function-
ality, or spread viruses (18).

4 Research methods

As noted, one of the challenges with Moodle is the XSS issue (19), a type of
security vulnerability prevalent in some web applications. A site scripting
vulnerability could be used by attackers to bypass access controls. Gen-
erally, there are two main types of XSS flaws: non- persistent (reflected)
and persistent (stored). Non-persistent occurs when data provided by a
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web client is immediately used by server-side scripts to analyze and display
a results page to the user without adequately cleaning the content. Per-
sistent, on the other hand, involves data provided by the attacker being
stored on the server and subsequently displayed on regular pages to other
users during their browsing sessions (20).

To test and identify issues, studies were conducted using real data from
LMS used by a university that uses Moodle’s open-access software. This
system provides the sharing of lecture materials, various student evalua-
tion procedures, and communication between teachers and students. The
ultimate objective of the study is to assess the platform’s vulnerability and
pinpoint the causes related to the XSS issue.

The system has 835 users: 35 are teachers (with partially administrative
rights) and 800 are students. Additionally, there are 62 educational courses
available.

The initial challenge involves gathering information about defects. Upon
overcoming this stage, several questions emerged, which were addressed
based on the analysis of the research findings. These questions include:

1. What potential damage could these defects cause?

2. To what extent was it possible to penetrate the system and escalate
the damage?

3. What is the underlying cause of the error?

4. What considerations should be made when configuring the Moodle
system?

From the initial analysis, facilitated by the Tracker system, it became
evident that Moodle uses weak cookies, which could potentially allow ses-
sion hijacking.

We needed to ”steal” the cookie. Specifically, when entering values
into the Moodle search field, malicious code was inserted directly into the
page’s code without modification. In ”inspect element”, it was observed
that the written words fit in one of the tags of HTML, in quotation marks,
necessitating an escape. For instance, entering < script > alert(1);<
/script > would result in the code being enclosed in quotes. A successful
XSS attack was executed using the following code:

” >< imgsrc = #onerror = alert(document.cookie) >

The outcome confirmed that Moodle indeed had an XSS vulnerability,
which was demonstrated by the retrieval of a session cookie displayed as
an alert.
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The stolen cookies enabled us to authenticate without a password. For
the experiment, we used Cookie Quick Manager to insert the stolen cookie
into the browser. After refreshing the page, we accessed the ”victim user”
page without needing a password. This event is attributed to an XSS
vulnerability. Such breaches can lead to various errors, which have been
explored experimentally.

The analysis revealed that an attacker could potentially steal the vic-
tim’s session cookie, allowing them to hijack the session and access the
victim’s user page without a password. Other types of attacks, such as
phishing, are also feasible. An attacker could create a fraudulent login
page. If there is no validation on the input field, the attacker can directly
inject malicious code.

Even if there is validation on the input field, the attacker could place
their code elsewhere and execute it from that location. Consequently, if
a potential victim is deceived into entering their passwords, the attacker
could capture those credentials.

Note: This is not a case of stored XSS, meaning the attacker’s malicious
code is not transferred and saved in the database. However, the visibility
of keywords in the GET parameter poses a significant risk. The user may
believe they are clicking on a typical Moodle link, but in reality, this action
executes the attacker’s malicious code.

The next phase of the experiment focused on identifying vulnerabilities
resulting from the configuration. The analysis revealed that unencrypted
traffic (HTTP) was being exchanged between the client and the server,
creating an opportunity for a Man-In-The-Middle (MITM) attack. This
type of cyberattack involves an attacker secretly intercepting and relaying
messages between two parties who believe they are communicating directly
with each other (21). This part of the study aimed to assess the damage
caused by the attack.

For this attack, we enabled IP forwarding in the Linux system by writ-
ing ’1’ in the file ’/proc/sys/net/ipv4/ip forward’ (which is set to ’0’ by
default). This modification allowed us to redirect traffic between the vic-
tim’s computer and ours.

To initiate the attack, we used the arpspoof program. The victim’s
computer was targeted using the ’-t’ option, followed by the IP address of
the person (i.e., the router), whose identity we were spoofing. We then
used Wireshark to filter the incoming traffic from the victim’s computer.

Consequently, when the ”victim”; accessed the HTTP site (in this study,
Moodle), we were able to capture their username and password.

This allowed us to log into the user’s account from the victim’s com-
puter.

The results from filtering the traffic revealed that the data sent via the
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POST method, including the password, was accessible (see Figure 1).

Figure 1: Sent data.

Additionally, a vulnerability associated with HTTP is that during a
MITM attack, an attacker could modify the victim’s data passing through
their network card, such as injecting JavaScript (as demonstrated in our
case).

In the experiment, the Kali Linux tools bettercap and beef-xss were
used.

An ’http.proxy.injectjs’ and ’arp.spoof’ attack was conducted on the
network using bettercap. Consequently, the attacker’s computer attempted
to inject the beef-xss script into all users engaged in unencrypted commu-
nication.

When accessing Moodle from a different computer, the attacker’s com-
puter successfully altered the data by embedding its own script, which then
gained full access to the victim’s browser and various other details.

Figure 2 displays the beef-xss panel, which provides detailed information
about the victim’s computer.

Figure 2: Victim’s computer data.
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beef-xss possesses one of the most dangerous features: it can steal every
cookie from the victim’s browser.

By pressing a button, a prompt could be displayed in the victim’s
browser, requesting them to log into Moodle. This prompt would persist
until the required fields were completed.

Any data entered into these fields from the victim’s computer was then
transmitted to the beef- xss panel on the attacker’s computer.

These two attacks can be executed in real-time during the online as-
sessment process of students. In the first scenario, the hacker could view
the answers submitted by other students to the tests. Furthermore, if the
test is reviewed and correct answers are provided to the students at the
end, the attacker could also access the correct answers as provided by the
lecturer during the review.

In the second scenario, the attacker can alter the answers submitted by
the victim, thereby tampering with the student’s submission. The attacker
could also falsify student results, steal exam papers, or gather personal
information during the exam. Moreover, storing exam questions prepared
by the lecturer in advance poses a risk, as it could lead to unauthorized
access to the academic staff’s user pages.

Research in this area has shown the critical importance of proper con-
figuration (18). We have observed the severe consequences of software
misconfiguration. This issue is managed locally. The experiment revealed
that the primary configuration problem is the unencrypted data exchange
(HTTP) between the client and the server. We recommend switching the
protocol from HTTP to HTTPS and enabling HTTP Strict Transport Secu-
rity (HSTS), a straightforward and widely supported standard that ensures
browsers always connect to the website via HTTPS (22). By implementing
these measures, it will be possible to prevent MITM and SSL Strip attacks
(downgrading from HTTPS to HTTP (23)), significantly reducing the risk
of information tampering.

5 Summary of Results

Consequently, Moodle, similar to other open-access software, contains sev-
eral bugs that jeopardize data security and the educational process. Our
research on the platform identified two types of issues: those caused because
of incorrect configuration and those due to bugs in the software version.

The vulnerabilities discussed above enable an attacker to steal sessions,
personal data, and login credentials from the victim, resulting in both data
theft and disruption of normal system operations.

Although it is impossible to achieve complete immunity from attacks,
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it is essential to establish barriers that enhance defense mechanisms. The
empirical study presented in this paper enabled us to analyze the problem
using real data and at least partially outline a path toward a solution. This
approach will contribute to ensuring data security for universities using the
Moodle platform.

Despite continuous updates since its release on August 20, 2002, and
its main module being open access, the development of management sys-
tems like Moodle remains relevant. The findings from our research will be
valuable for developers involved in this field, providing insights on how to
identify bugs and the potential damage that can occur if these issues are
not resolved.
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